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▰ 1 in 4 Schools were victims of Cyber Attacks

▰ In 2021, nearly a million students were 
impacted by 67 ransomware attacks against 
schools, with a cost of over $3.5 billion in 
downtime.  

▰ 2021 56% of K-12 schools surveyed by digital 
security firm Sophos reported being hit by some 
type of ransomware.

https://www.darkreading.com/attacks-breaches/new-survey-one-in-four-schools-were-victims-of-cyber-attacks-
in-the-last-year-administrators-to-increase-spending-on-privacy-and-security

https://c212.net/c/link/?t=0&l=en&o=3749262-1&h=1044341240&u=https%3A%2F%2Fwww.cnet.com%2Ftech%2Fservices-and-software%2Fransomware-cost-us-schools-3-56-billion-in-2021-study-says%2F&a=67+ransomware+attacks
https://www.darkreading.com/attacks-breaches/new-survey-one-in-four-schools-were-victims-of-cyber-attacks-in-the-last-year-administrators-to-increase-spending-on-privacy-and-security
https://www.darkreading.com/attacks-breaches/new-survey-one-in-four-schools-were-victims-of-cyber-attacks-in-the-last-year-administrators-to-increase-spending-on-privacy-and-security
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Why are schools a target? (Perception)

▰ Users with limited or no 
security training

▰ Weak security controls and 
limited resources

▰ Lots of systems, which 
means lots of targets

▰ Unpatched or EOL software 
and hardware

▰ We value our data

▰ Our insurance pays
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Multi-Billion Dollar Business

Average Ransomware Cost 
▰ 2019 - $43,590
▰ 2020 - $170,000
▰ 2021 - $812,000

https://securityboulevard.com/2020/01/average-ransomware-
payment-doubles-from-q3-to-q4-2019-study-reveals/

https://www.cybersecuritydive.com/news/ransomware-attacks-
payouts-
2021/622784/#:~:text=Ransomware%20hit%2066%25%20of%20
mid,paid%20a%20ransom%20to%20adversaries. Cyber Security

https://securityboulevard.com/2020/01/average-ransomware-payment-doubles-from-q3-to-q4-2019-study-reveals/
https://securityboulevard.com/2020/01/average-ransomware-payment-doubles-from-q3-to-q4-2019-study-reveals/
https://www.cybersecuritydive.com/news/ransomware-attacks-payouts-2021/622784/#:%7E:text=Ransomware%20hit%2066%25%20of%20mid,paid%20a%20ransom%20to%20adversaries.
https://www.cybersecuritydive.com/news/ransomware-attacks-payouts-2021/622784/#:%7E:text=Ransomware%20hit%2066%25%20of%20mid,paid%20a%20ransom%20to%20adversaries.
https://www.cybersecuritydive.com/news/ransomware-attacks-payouts-2021/622784/#:%7E:text=Ransomware%20hit%2066%25%20of%20mid,paid%20a%20ransom%20to%20adversaries.
https://www.cybersecuritydive.com/news/ransomware-attacks-payouts-2021/622784/#:%7E:text=Ransomware%20hit%2066%25%20of%20mid,paid%20a%20ransom%20to%20adversaries.
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What if we pay?

▰45% of K-12 victims reported paying the ransom
▰96% you get an decryption key
▰92% of those keys work
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Downtime

▰ 12.1 days Average 

▰ 16.2 days in Q4
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Why do we care?

▰ Reputation (you and the 
school)

▰ Liability

▰ PII (DOB, SSN#)
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▰ Financial

▰ Payroll

▰ Medical information



What are the challenges?
▰ Public facilities

▰ Lots of users

▰ Lots of systems

▰ Limited resources
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Protecting You

▰ Computer & Server Patches
▰ Multi-factor authentication 
▰ Regular Phishing tests
▰ Internal communication

Cyber Security

▰ Data Backups
▰ User Training
▰ Vulnerability Scan



Computer/Server Patches

▰ Auto Update Schedule

▰ Scheduled Patches

▰ Emergency Patches
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Multi-factor Authentication
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Regular Phishing Tests
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Internal Communication
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▰ Cyber News

▰ https://www.michigan.
gov/mc3



Data Backups
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▰ Google (all the time)

▰ Servers (Nightly)

▰ All backups are verified 
and tested



User Training
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Protecting You
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Vulnerability Scan
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Questions
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