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Today’s talk
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Cybersecurity feasibility study
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Objectives

• Identify the demand for cybersecurity 
services in K-12 in the region

• Develop scope of service offerings

• Define cost, staffing and service 
delivery models

• Examine scalability

• Enhance cyber capabilities in 
districts in the region

• Explore the feasibility of the 
ISDs providing CISO and SOC 
services to their constituent 
districts in a shared services 
model

• Phase 2 explored detailed 
staffing models and 
implementation frameworks



Kent consortium

• 3 Intermediate School Districts
• Kent ISD 

• Muskegon Area ISD

• Ottawa Area ISD

• 43 local school districts | 35 
charter schools

• Nearly 200,000 students
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Feasibility study approach
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Cyber risk to K-12
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CIS MS-ISAC K-12 Cybersecurity Report
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Top threats schools face
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Top 5 security concerns
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Updated feasibility 
study data
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Policies & procedures
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Incident preparedness
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Cybersecurity awareness
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We provide effective cyber awareness for all staff We provide effective cyber awareness for all students

14



Key Findings
And recommendations from CISA
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FINDING 01

With finite resources, K–12 institutions can take a small number of steps to 
significantly reduce cybersecurity risk.

Key Recommendations:
• Implement highest priority security controls
• Prioritize CISA performance goals
• Develop a plan leveraging the NIST Cybersecurity Framework (CSF).
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Cybersecurity maturity in K-12
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Cybersecurity maturity according to the Nationwide Cybersecurity Review (NCRS)



Cybersecurity high-points and low-points
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FINDING 02

Many school districts struggle with insufficient IT resources and cybersecurity 
capacity.

Key Recommendations:
• Leverage funding opportunities
• Utilize free or low-cost services 
• Expect strong security from IT providers
• Move to the cloud
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Funding opportunities
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Michigan State and Local Cybersecurity Grant Program
• $2.35 million in funding in FY2025 to Michigan
• Annual application process TBD

FCC E-Rate Program
• FY26 cap of $5.2 billion
• Application based on highest level of poverty



Low-cost services
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FINDING 03

No K–12 entity can singlehandedly identify and prioritize emerging threats, 
vulnerabilities, and risks.

Key Recommendations:
• Join relevant collaboration groups & work with other information-sharing 

organizations
• Build a strong and enduring relationship with CISA and FBI regional 

cybersecurity personnel
• Explore potential shared services models

22



The value of collaboration
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Some thoughts and findings on our study:

Established a framework for collaboration
• Consortium governance models
• Shared service delivery models
• Model for other collaboratives

Identified value and ROI
• Build vs. buy analysis
• Scalability considerations
• Procurement strategies

Service delivery framework
• Staffing strategies
• ‘Marketing’ to constituent districts
• CISO vs. SOC vs. Hybrid



The value of collaboration
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Return on investment for local districts – CISO – Phase 1



The value of collaboration

25

Return on investment for local districts – CISO – Phase 2

CISO SERVICES COST AND POTENTIAL ROI 

TOTAL 
DISTRICTS 

COST TO HIRE ALL 
FTES  

DISTRICT SHARE 
CONTRACT COST 

FOR ONE CISO PER 
DISTRICT 

ROI/COST 
AVOIDED 

5 Districts $654,095 $130,819 $1,229,560 $575,465 

10 Districts $777,660 $77,066 $2.458,120 $1,680,460 

15 Districts  $1,215,320 $81,021 $3,688,680 $2,473,360 

 
* Represents full program staffing costs for CISO, Managers and Specialists



The value of collaboration
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Return on investment for local districts - SOC



The value of collaboration
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Return on investment for 
local districts – CISO  

Phase 2

* Represents full program staffing costs 
for CISO, Managers and Specialists



The value of collaboration
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Return on investment for 
local districts – SOC  

Phase 2

* Represents full program costs for 
technology and staffing of CISO, 

Managers and Specialists



The value of collaboration
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Return on investment for 
local districts – Hybrid 

Model - Phase 2

* Represents full program costs for 
technology and staffing of CISO, 

Managers and Specialists
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Thank you!

Kyle Miller | CISSP, CISA, QSA, CDPSE
303-846-3518 | kyle.miller@plantemoran.com

Matt Lindner | ITIL, Agile CSM, Prosci CCP
248-223-3666 | matthew.lindner@plantemoran.com
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