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In the News

Entertainment “Breach caused by
third party”

Tech = Sarvices & Software = Cybersecurity

More Than 4.4 Million Exposed in
Credit Bureau TransUnion
Breach: What to Know Sensitive personal information belonging to 4.4 million customers,

including their names and Social Security numbers, was exposed in a
data breach on credit bureau TransUnion, in what is believed to be the
latest in a string of attacks targeting companies' Salesforce
databases.

The breach appears related to a wave of attacks on
companies' Salesforce databases.

https://www.cnet.com/tech/services-and-software/more-than-4-4-million-exposed-in-credit-bureau-transunion-breach/
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In the News

16 Billion Apple, Facebook, Google And Other

Passwords Leaked

By Davey Winder, Senior Contributor. © Davey Winder is a veteran cybersecur... ~ ( Follow Author ]
Published Jun 20, 2025, 07:07am EDT, Updated Jun 22, 2025, 06:22am EDT
The 16 billion strong leak, housed in a
< [ B7 {5 Add Us On Google ®

1umber of supermassive datasets, includes billions of login credentials from social
nedia, VPNs, developer portals and user accounts for all the major vendors, apparently.
Remarkably, I am told that none of these datasets have been reported as leaked
yreviously, this is all new data. Well, almost none: the 184 million password database I
nentioned at the start of the article is the only exception. That has been contested by

;ome cybersecurity professionals, but whatever the truth of the matter it remains a huge

TR0 'Fl"\‘l" COTLeaTTY

FORBES" FEATURED VIDEO

The biggest password leak in history confirmed. — i
GETTY 5

https://www.forbes.com/sites/daveywinder/2025/06/20/16-billion-apple-facebook-google-passwords-leaked---change-yours-now/
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How Does a School
Protect Itself From
Threats?




Learning From
Actual Cyber
Incidents
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Industry Insights

Note: “Intrusion” is classified as a
ransomware attack that was
detected and contained

44%

Ransomware /
Data Extortion

27%

Business Email

Compromise 2 4%

(BEC)

Intrusions

Other (e.q., Insider
Threat, DDoS)

2%

Malware Infections

2%

Data Incidents

Source: Arctic Wolf 2025 Threat Report
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Actual Cybersecurity Incidents

Incident Description

Threat actor accessed district network through VPN without multi-factor
authentication and used IT director credentials to deploy ransomware

Threat actor accessed district network through VPN without multi-factor
authentication and deployed ransomware

Threat actor accessed district network via remote desktop connection from
a network shared server

Threat actor accessed district network through shared VPN with the ISD

Threat actor accessed district network through vulnerable VPN software
tied to HVAC controllers and deployed ransomware

Impact

District servers encrypted and data exfiltrated, ransom
not paid

Encrypted servers and exfiltrated 18GB of data, ransom not
paid, 358 days open

Accessed credentials of 11 staff members with no data
accessed or exfiltrated

Movement through several servers with no data exfiltrated

Server encrypted with no data exfiltrated, ransom not paid

Cost

Over $100,000

Over $200,000

Over $50,000

Over $75,000

Over $25,000
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How Could These
Attacks Have Been
Prevented?
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Industry Insights

Root Causes of Ransomware & Data Extortion IR Cases

0.4% Zero-Day Exploit CATEGORIES

4.4% Malicious Software Download 93.0%

External Exposure

33.2%

D+?% Previously Compromised

Account / Credentials 6.6%

os Social Engineenng (e.g., Tech Support .
5 9 4?/ D*? "é Scam, Account Creabon, efc.) Human Risk
. (4]
External Remote 0.4% Phishing 0.4%
Access (e.g, RDP, Trusted Relationship

VPN, RMM, etc.
. RMM, eic) 0.4% Third Party and Supply Chain

Source: Arctic Wolf 2025 Threat Report
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Actual Cybersecurity Incidents

Incident Description

Vulnerability in new district monitoring software allowed threat actor to
access network and deploy ransomware

Threat actor accessed district network through an open HS class web
server port (undetected by vulnerability scan) and deployed ransomware

Threat actor accessed district network through HVAC server and moved
through system before deploying ransomware

Impact

Encrypted 120 workstations and 4 servers, school moved
virtual for one week, ransom not paid, 508 days open

Servers encrypted, critical systems offline, school closed for
3 days, ransom not paid

3 servers encrypted and data exfiltrated, ransom not paid,
582 days open

Cost

Over $240,000

Over $100,000

Over $150,000
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How Could These
Attacks Have Been
Prevented?
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Software Updates

Software Update

Checking for new software. ..
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Actual Cybersecurity Incidents

Incident Description

Vendor email was hacked and threat actor sent fraudulent ACH payment
instructions.

Threat actor accessed executive assistant’s employee email account (may
have been via their Disney+ account)

Threat actor gained access to CFO's email account

Email from threat actor posing as contractor with fraudulent ACH payment
instructions.

Impact

District issued over $420,000 to criminal

Data viewed and possible exfiltration, school closed for 1
day with no internet for additional 2 days

CFO mailbox compromised with sensitive data viewed and
possibly exfiltrated

District issued 2 payments totaling over $650,000 to
criminal

Cost

Over $420,000

$30,000

$20,000

Over $650,000
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How Could These
Attacks Have Been
Prevented?
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Financial Processes
and Controls
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Industry Insights

Root Causes of Business Email
Compromise IR Cases

73.5%  Phishing

a Previously Compromised
18.9% Account / Credentials

4,5%  Email Spoofing

2 3% Social Engineering (e.g., Tech Support
S Scam, Account Creation, etc.)

0.8% Malicious Insider

99_2% Human Risk 0_8% Malicious Insider

Source: Arctic Wolf 2025 Threat Report




https://haveibeenpwned.com/

17,504,073,263
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Common Entry Points

ENTRY POINT

‘Compromised Credentials (75%)

Three-quarters of incidents originate from stolen The DBIR highlights a massive surge in exploiting
passwords (MI SOC). Attackers harvest credentials vulnerable internet-facing systems, like outdated
when staff reuse their school passwords on school VPNs originally set up for remote
persontal sites that get breached. learning.
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Protect Your District

2025 Michigan K12 Cybersecurity Incident Review

The MiSecure Security Operations Center (SOC) provides a team of cybersecurity analysts that
manages and monitors the MDR platform. This includes district onboarding, responding to
sensor alerts, and addressing high-severity vulnerabilities. In addition, the team is available to
assist any Michigan K12 school district in their response to a cybersecurity investigation or
confirmed incident. This report documents the findings based on 18 individual cybersecurity

responses handled by the MiSecure SOC team.

Credentials

75% of the incidents originated with an account compromise. This pattemn is consistent with
other industries and other states. Users tend to still be the weakest area in our cyber defenses
and the primary target for attackers. While we typically don't hear the details involved with the
credential compromise. We suspect that an end-user has used their school email address and
their school password on another site which was later compromised. Attackers "harvest” such
credentials and use them to gain unauthorized access. Our recommendations include:

Utilize the Identity module within Crowdstrike to monitor for compromised passwords
Train users to use unique passwords

Consider the use of password manager tools

Require long, complex passwords

Monitor for logins from unusual locations or devices

Require occasional password changes - over half of the attacks would have been
stopped by simply requiring MFA

Multifactor
Authentication

Unique Passwords
Complex Passwords

Monitor Logins
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Ransomware Guide

ARCTIC WOLF
Incident Response

Try to remain calm and rely on your preparations and team to proceed.

The plan holds valuable information you and your IT team need if you
are experiencing a security incident. Be sure the IR plan is updated
frequently and printed out on paper.

Insurance brokers, insurance claims team, legal counsel, etc.

Ensure that your fire engine is far away enough from the fire in effort
to save the burning house.

If an attacker is taking data from your network in real-time,
cutting off the internet will kill this action.

Our top ten tips to
‘mitigate an active
ransomware attack
in partnership with

—= I
S

p .

the typical IR experience

Do not attempt to negotiate with threat actors or decrypt ransomed data
on your own. Contact Arctic Wolf to save time, money, and your data.

- Ransom notes / file extensions
-+ Reviewed logs
- Software conveying the state of the environment

+ Do not turn off devices
- Do not wipe/re-image/restore from backup without consultation
* Failure to preserve all evidence will result in an incomplete investigation

- Administrator accounts / all cloud accounts - Firewall
« VPN / remote connectivity software - Email

Know the host name of this device, review your backups for this
information. Consult with your legal team before you inform
employees, clients, etc. of the attack.

©2023 Arctic Wolf Networks, Inc. All rights reserved.

ABOUT

Arctic Wolf
Incident Response

Arctic Wolf Incident Response is a
trusted leader in incident response that
enables rapid remediation to any cyber
emergency at scale. Valued for breadth
of IR capabilities, technical depth of
incident investigators, and exceptional
service provided throughout IR
engagements, Arctic Wolf Incident
Response is a preferred partner of
cyber insurance carriers.

In partnership with

SET
Ssec




SET
Sses

The Impact of Al With
Cybersecurity




Ed TOPICS ~ STATES  FEATURES TIPS&TACTICS VIDEO  CONNECTIT  EVENTS  MORE +
Facus On K-12"

wome B seoummy

Al-Enhanced Phishing e o ,
Al-Driven Phishing Is Putting K-

® 12 Schools at Risk

@ as generative artificial intelligence supercharges phishing and

“Al has removed red flags
SUCh as bad grammar or i} gﬁ(ejpiﬁl;(ﬁs,schoolsmustadapttoprotectaculturebuiltonopenness

N/
° 174 (@)
odd formatting et by Do e
[ ]
@ -~ Donna Behen is an Associate Editorial Director at Manifest and Managing Editor of HemAware and PKD
Life magazines. Prior to joining Manifest, she was Health Director at Woman’s Day magazine.

> LISTEN o07:47

Phishing has long been the most common entry point for cyberattacks on schools, but experts say

generative artificial intelligence has fundamentally changed that threat.

“Al has dramatically increased both the speed and scale of attacks,” says Cory Clark, vice president of threat
operations and managed security services at SonicWall. “Phishing messages that used to be sloppy and

easy to spot can now be tailored, timely and written in a way that feels completely legitimate.”

Ben Syn, director of university and career education at KnowBe4 says that thanks to Al, attackers are able

to “automate in hours what would take a bad actor weeks to put together”

Cybersecurity experts say the education sector has become especially vulnerable to Al-enabled phishing,

which requires |T leaders to rethink how to handle phishing attacks.

Click the banner below for deeper insight into the cybersecurity landscape.
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Deep Fake Examples

What happened:

* High school students created a fake video of a middle
school principal delivering a racist rant.

» The video spread on TikTok and triggered intense backlash
from parents and the community.

Cybersecurity lesson:
 Students now have access to powerful generative Al tools.

» Deepfakes can create false narratives about staff that
cause immediate community distrust.

— EYEW"‘NEss was m@ 24/7Live | NewYorkCity Newlersey Longlsland Northern Subu

EDUCATION

District says high school students behind fake
TikTok videos impersonating administrators

o O X @ n 8 &
Friday, February 17, 2023

SET
Ssed



Deep Fake Examples

What happened:
A fake audio recording circulated online that sounded like the
principal making racist and antisemitic remarks about students.

* The recording spread rapidly on social media and within the school
community.

« Parents, students, and staff believed it was real before investigators
determined it was Al generated.

Outcome:

» The athletic director responsible was later sentenced to jail for
creating the deepfake and disrupting school operations.

Cybersecurity lesson:

» Voice cloning can be used internally by disgruntled employees.
» Social media amplification can escalate the crisis within hours.

* Schools need crisis communication and digital forensics plans.

= WORLD ~ US.~ POLITICS ~ SPORTS ~ ENTERTAINMENT -~ BUSINESS ~ SCIENCE ~ FACTCHECK ODDITIES ~ MORE -

LIVE Iranwar  KristiNoemfired Kalshi BritneySpears Daylight Saving

U.S. NEWS

Former school athletic director gets 4
months in jail in racist Al deepfake case
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Cyber BreaCh Do you have your insurer’s

contact info ready? Let the cyber mitigation

Process specialists take over

Who are you contacting \ 8 CONTACTL,]

within your team? INSURANCE
PROYIDER

MANAGEMENT X BREACH
INFORMED : NOTIFICATION

ow

PUBLIC
RELATIONS

. N BREACH 2\ SYSTEM |
Incident Response Plan (IRP) N DISCOVERED RESTORATION [

|

BREACH '
OCCURS RESOLVED

BREACH
PROCESS
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Resources for Schools by Schools

MiSecure

Managed Detection & Response
Incident Response Planning

Software Discounts — Abnormal, Lumu

MiCloud
Immutable Cloud Backups
AWS Cloud Server Hosting

MiSEN
Cyber Security Training Cohorts coming soon!




Industry Requirements
& Reminders

Q

Phishing training

Q

Multifactor authentication (MFA) — remote access/critical information

Q

Backups offline/inaccessible to outsiders/encrypted/regularly scheduled

Q

Endpoint protection and response (EDR) and/or managed detection and response (MDR)

Q

Limiting administrative access

Q

System security patches updated

Q

Close open ports

Q

Vulnerability scans ...
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Pillar 1: Protect the Identities

« Because 75% of attacks utilize stolen credentials,
Multifactor Authentication (MFA) is the single most critical
defense mechanism.

« Over half of all K-12 credential attacks would have been
stopped simply by requiring MFA.

» The baseline requirement: Require MFA for all remote

network access (VPNs), external-facing applications, and iccess lli_eni_eg
.. Cy - . . pprove Login?
every administrator account. Phishing-resistant MFA is the

ultimate goal.




Pillar 2: Safeguard the Network and Build Resilience

From Prevention to Rapid Recovery

« If the attacker breaches the perimeter, the district should be
equipped to limit the operational damage and recover quickly.

Resilience Checklist

Keep them out (Patching) Survive the breach (Immutable Backups]

o

¥

Relentless Patch Management: Attackers scan Immutable, Offline Backups: A backup connected
the internet for unpatched vulnerabilities (like edge to your primary network will be encrypted by
devices and VPNs). Establish strict maintenance ransomware. Backups must be tested regularly,
windows to apply software updates immediately. stored offline, and isolated to ensure you can restore

classes without paying a ransom.

A NotebookLM
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Pillar 3: Incident Response and Human Defense

Know the Plan. Practice the Response.

Do not wait until the network in encrypted to figure out who is in charge.

» The written plan: Every district should have a written incident
response plan (IRP) that outlines roles, responsibilities, and
communication strategies (including how to contact your insurer and
legal counsel).

 Practice makes perfect: Conduct regular tabletop exercises with
district leadership to rehearse the plan.

« Human firewall: Implement continuous training campaigns to help
staff recognize phishing attempts and handle data securely.

Tabletop
| Exercises




Questions?

SET
Sses



SET
Sses

Thank You

Contact Address
Iwittum@setseg.org 1520 Earl Ave.
(517) 816-1608 East Lansing, MI 48823

mlilly@inghamisd.org
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