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OESSION DESCRIPTION

* [ome join our roundtable discussion on all things FUIA, Litigation, eDiscovery, student/stalt investigations . Hopefully you've

been lucky enough to not have had to deal with these things often . so thase of us who HAVE will share with you some

tips, tricks, qotchas, and CYAs. Audience participation strongly encouraged .. we're better, faster, stronger together

<NOTE: Roundtable/Panel Discussion>



INTRODUCTION

o 77-ISH YEARS (F EXPERIENCE IN £-12 TECH

* Junior/Senior year as an Intern for Huron Valley Schools

o J-ish years as a Lomputer Repair lechnician for Bloomfield Hills dchools

o J-ish years as a Deskop Engineer for Ingham 130 s ot
e Few months as an Endpoint and Cloud Systems Architect for Ingham 15D ’

e MAEDS BOARD MEMBER AND FREQUENT PRESENTER SINCE 2014
e MISCUG BOARD PRESIDENT AND ORGANIZER
o MMSMOA PAST PRESENTER

® 8-ish years as a lechnical Systems Coordinator for Bloomfield Hills Schools

i




IMPOSTER SYNDROME

HITPS//WWWBRIDGE-GLOBAL COM/BLOG/3-TYPES-OF-KNOWLEDGE/

The goal of education and experience The actual goal of education and experience
(as they would lead you to believe)
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TEMPERATURE CHECK

o SHOW
o |
o |
o |

OF HANDS ..

ow many have had to work on FOIA requests’
ow many have had to work on litigation/ subpoenas’

ow many have worked with local sheriff's office and/or FBl7



GENERALLY SPEAKING..

e Depending on FOIA language/search terms you might need to clarify with district leadership if you should do the efforts or just give
an estimate of time to allow the requestor to put a deposit down (it charged) or it requestor wants to reframe their query to be less

effort/broad

o Usually search exactly what they asked for, unless leadership says otherwise

o (ex: School <District Name> Resource Program” request vs. you know it internally referred to as "SR0’)

* (ex: Chris Thomas' request vs. you know it wes noted as ‘C1" in notes)

o Sometimes district leadership/law firm might believe you should search all variants you are aware of

o A correspondence'is email .. if a memo was created in OneDrive/Google Drive, it should have been emailed so it would be
captured in that search/export

* I you support Google and Microsolt cloud ... you unfortunately have to search both locations



(YA

* Yerify staff-related requests are approved by HR/Superintendent

o Build a ‘narrative’ based on logs/data instead of just dumping raw files on admins/requestors
* Lven if something s sensitive and confidential .. request a ticket or email with qeneric language for the actions
* Keep qood notes, even if only for yourself, in case any questions of what/how/why you did what you dic

e Sometimes you'll work on investigations that your boss or your bosses boss don't have any details to, but generally lef
them know you're busy with an investigation so they know your availability



INCIDENT EXAMPLES

* (yberbullying Between Students * (olleague Changes ettings Without Informing The
o Selt-Inflicted Cyberbullying For Attention lea

* (olleague Changes dettings But You Forgot That

* [nappropriate Emalls

They Informed The leam
o YU Changed dettings But Forgot lo Inform The

leam

* Unwanted Messages

* Profile Image Changing

* Student Runs Away






AUDIT L0GS

Microsoft boogle
o [}t by default * n by default

* Jurn auditing on or oft

 hitps.// purview microsoft com/audt * hitps.//admin qoogle.com/ac/sc/investigation

o Search the audt log

* Manage mailbox auditing
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EMAIL 106 sEARCH

Microsoft boogle

o Fxchange > Mail Flow > Message Irace ® Reporting > Email Log dearch

* Reporting > Audit & Investigation > brail Log dearch

* [mail & Lollaboration > Threat Explorer ® Reporting > Audit & Investigation > bmail Messages

e Paid license only

* Review > Uuaranting * fiops > boogle Workspace > dettings for bmail >
Manage Uuarantines
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EDISCOVERY

Microsoft

o Microsoft P

Urview eDiscovew solutions

o Microsott

urview > eDiscovery > Lases

boogle
o Yault - Admin He

* [oogle Vault > Ma

ters
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EDISCOVERY CAVEAL - RETENTION [5 NOT A BACKTP

e Scenario:

o ser creates ticket indicating that a student account cannot login to their Chromebook or any boogle services, like Google Classroom or
boogle Meet

o Help Desk validates student account is suspended, but they are unable to unsuspend the account

e Jou engage Google Support to find that they cannot unsuspend the account and must escalate. et, escalations will give you no

explanation.

o Whatever, let's make a new student account and recover their data from eDiscovery / boogle Vault

Google Slides

o Automatically suspended (About 14 hours ago)

Didn't follow GO'D'QIE Terms of Service Leam more We're sorry. You can't access this item because it is in violation of our Terms of Service.

Find out more about this topic at the Google Drive Help Center




GOOGLE DOCS/SLIDES/SHEETS COMPLICATIONS

 eDiscovery/Export of Doc/Slide/Sheet is MOMENT-IN- e gam user student one@students ingnamisd.org show

[IME version ilelst
* Need permissions to file to view revision history * qam user studentone@students inghamisd.org add
e Do not email/share/ print/download version history drivefileacl <id> user cthomas@inghamisd.org role

any LoAM exists in the file. Ask dheriff office to meet editor

th you in person | |
WL you 1 persor * Review revision history taking notes as-needed

e leamto’ “trom Vault retention pol
T ED AP THOM AUl FELenton porcy * qam user student one@students inghamisd org delete

drivefileacl <id> cthomas@inghamisd.org


mailto:student.one@students.inghamisd.org

GOOGLE DRIVE FOLDER SEARCHING/PERMISSIONS

gam user student.one@students inghamisd.orq show filelis

. Pesul will show folders' in vvebwevvlmk

ram user student.one@students.inghamis f
g all Drive Files/Folders that match que ( ' in owne t

or student.one@students.inghami
tudent.one@students.inghamisd.

J g
3 Drive Files/Folders that matched gquery ('me’ in owners) for
Owner, name , webViewlLink
student.one@students.inghamisd.org,CT - Notes,https://docs.goo
OCMjM/edit
student.one@@students
student.on
cg/edit?usp= =driv

gam user student one@student smqhamusd 0rq show H elree

. Pesult will show visual depth of folders/files

AM7>gam user student.one@students.inghamisd.org show filetree

ng all Drive Files/Folders that match query ('me’ in owners) ~ student.onefstudents.inghamisd.org
Drive Files/Folders that matched query ('me’ in owners) for dent.une@student:.1ncham1 d.org.
student.onegstudents.inghamisd.org, Show 1 Drive File/Folder

y Drive

Title IX
C Notes
cretSlides




GOOGLE DRIVE FOLDER SEARCHING/PERMISSIONS

* Need: User is on leave, but district needs notes from a litle X investigation

e Add someone as editor to a folder

* gam user student one@studentsinghamisd.orq add driveileac! <id> user cthomas@inghamisd orgq role editor
e Review files and folders
e Have editor add more editors to files/folders as-needed for situation

e Lemove someone as editor to 3 folder

* gam user studentone@studentsinghamisd.orq delete drivefileadl <id> cthomas@inghamisd.org



YOUTUBE - CAUTION ADVISED

* No Yault / eDiscovery YouTube Removes History Teachers' Videos
e No refention of dats About Nazism
o Lack of administrative tools other than approved videos feature.
gByﬁ«damSmith June 7, 2019 -f v @

e Limited support as an "Additional boogle services'

e Should lean into "Brand Accounts to ensure videos exist when a user leaves org

o Curriculum ONLY stored in Youlube!

o What do you do if a user violates 103 and gets account suspended as | mentioned earlier?
o What do you do if a user accidentally deletes videos?

o What do you do i a disgruntled user deletes videos and/or channel on purpose!



bOOGLE MEET

o Pay attention to Meet safety setfings’ and ‘Access’

o 'Meetings created in your organization only L
o Probably the most ideal setting for students T:m::tatd -
o Campliated  LEA stdents use Goagle e with SD/RESH i
o ‘Meetings created in any Workspace organization
o bood luck, might as well be full open if other orgs don't control if their students can create a Meet call _
e 'finy meetings, including meetings created with personal accounts'
o | can't think of a single reason that a student would need this setting : i
-

e | . com
® @ .COM



ACRONYMS/SLANG

o AITR Adults In The Room o BAE: significant other, "before anyone else”

o POS: Parents Over Shoulder o BET "yes" or "watch me'

o KY5: Kill Yoursel o GHOST: purposely ignore someone

o KMS: fill Myselt o TROLL(ING). intentional harassment, criticizing or antagonizing of

o KMN- Kill Me Now SUIIELTE

o THOT Thot o Over There o SWATUNG) making o false repor t to elicit response from law enforcement
o TOIM Tk Dy T M o (ATFISHING. fake identity to target a victim online

o WODWTD Wit oo Dong] o IMPING: Impersonating someane online in order to embarrass them

o 53X Sex o SALTY: domeone upset by something



EMOJLS/KAOMO]

o (HROMEBOOK o THREATENING
*  https//support qoogle.com/chromebook/answer/6076/3/ Thl=enitzippy= o Ml & B\ < oo
L/Cingert-emoji-or-other-images o DM
o WINDOWS 10 - ® v
*  hitps://support microsoft.com/en-us/windows/windows10-keyboard-
-and- bk 58807 OF-69Yge GeSTGLTTO UL
. 105 - @E T LIPD e
NN R T o RISKY/ILLEGAL
®  hitps//support apple.com/en-us/HI 0733/ * B S "
& & a
* ANDROID "o

197 Tco=GENIE Platform ] KAOMOI

®  https://support qoogle com/qboard/answer/ 284777/ Tco=G
Dhndroidihl=en e Vo) J A—L

c (- )=T=1>
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