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Introductions
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http://drive.google.com/file/d/1oC9waydLFw_Vh_4yKvh7ybO9zAjrzEBN/view


◇ What could be going on?

◇ What’s your role right now?

◇ How are you feeling?

◇ Next steps?

Turn & Talk
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http://drive.google.com/file/d/1oC9waydLFw_Vh_4yKvh7ybO9zAjrzEBN/view




◇ What happens if the Internet goes down?
￭ What systems are impacted?

◇ Do you need to communicate with anyone?

◇ Can you hold school tomorrow?
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Tu r n  & Ta lk
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Two months ago…
● Coach received fake email requesting info for a 

tournament that had been posted to the website
● Entered credentials but errored out
● Never thought about it again
● Hacker used credentials to VPN into network (no 

MFA)
● Sat inside for 2 months gathering info
● Finally leveraged a vulnerability on VMWare and 

ransomed the server infrastructure.



◇ How will you inform your staff? The public?

◇ Can we hold school tomorrow?

◇ Prepare a statement for the media

◇ What do you tell your board?

◇ How will you run payroll?

Be prepared for questions



How prepared are 
you ?
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Michigan Headlines



What is METL?
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A “leadership network” within MAISA
ISD IT Technology Directors, meeting monthly

Vision for the Future
The Michigan Education Technology Leaders will be a 
proactive, key decision-making group that fosters collaboration 
and efficiencies on projects, issues and policy regarding 
technology in education.

Mission
METL’s mission is to provide leadership and direction focused 
on technology in education among Michigan’s ISDs/RESAs.



http://MiSecure.org/
◇ November 2018: Essential Cybersecurity Controls for K12
◇ November 2019: Published & delivered

￭ 18 CISA Controls
￭ By MI K12 for MI K12

◇ 2019: MISecure website
◇ 2020: Cybersecurity talking points
◇ 2020: Cybersecurity training
◇ 2021: MiSecure Quick Self-Audit
◇ 2023: MiSecure SOC & MDR
◇ 2024: Incident Response Planning tools
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Terms

2

MFA

MDR

SIEM



Cyber Term: Phishing

Explanation
● the fraudulent practice of sending emails or other 

messages purporting to be from reputable companies in 
order to induce individuals to reveal personal information, 
such as passwords and credit card numbers.

Example of abuse:
● Case Study: K-12 District Enrollment 5000k

○ Threat Actor Pretended to be superintendent
○ Wire transferred $154,000 and $169,000 to 

fraudulent vendor
Solution:
● Security training, fake phishing campaigns
● KnowBe4 ($17/year/FTE), Wizer, SecureHalo

COST: 
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Subscription



Cyber Term: MFA
Explanation
● Multi-Factor Authentication / 2FA
● Phone, email, text, app (e.g. Authy)

The “why”
● MFA protects you
● All critical systems, email, remote access
● Push back

○ Some systems require MFA *every* time
○ Use of personal devices → yubi keys ~$25 ea.

Solution:
● Google/Microsoft - included
● PowerSchool example SSO
● Duo for systems that don’t support it
● $36/account/year for RDP
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Subscription



Multi Factor Authentication
◇Something you Know:

￭Password
◇Something You Have:

￭Phone, Code, Token
◇“Included” in Most Apps:

￭GSuite
￭Microsoft 365
￭Munis via Azure

◇Cost/Benefit
￭Slight Problem 4U
￭Major Problem 4 bad guy

MFA is…
• Your User ID and Password 
• + Second “Factor”

Pro Tip: 
Enable MFA wherever you 
can (personally):
Email, Bank Account, etc.



Cyber Term: Patch 
Ma n a gem en t  /  En d  of Life
Explanation
● An attempt to mitigate software vulnerabilities by actively checking for 

updates or replacing hardware where the vendor is no longer actively 
closing software vulnerabilities. 

Example of abuse:
● End of life (EOL) issues (unpatchable)
● Rogue/non-supported devices
● IoT

Solution:
● Microsoft Intune; PDQ Deploy & Inventory; PatchMyPC

COST: Typically by device or FTE. 
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Subscription



Cyber Term: Backup

Explanation
● What is it?

Example of abuse:
● Cloud too
● Target for ransomware
● Offsite, off network, air-gap, encryption, immutable

Solution:
● Veeam
● Synology
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Hardware



Cyber Term: Incident Response Plan 
(IRP)

Explanation
● The documentation of a predetermined set of instructions or 

procedures to detect, respond to, and limit consequences of a malicious 
cyber attacks against an organization’s information systems(s).

Example of abuse:
● Panic

Solution:
● MiSecure IRP
● Michigan Cyber Partner IRP template
● Consultant

COST:
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People Time



MiSecure IRP tools “CRAWL”
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MiSecure IRP tools “WALK”
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MiSecure IRP tools Download

https://misecure.org/incident-response-planning-tools/
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https://urldefense.proofpoint.com/v2/url?u=https-3A__misecure.org_incident-2Dresponse-2Dplanning-2Dtools_&d=DwMFaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=mH89IVGllIHlVhWUlKfwF8XaOyPyBeDIHfMSxqwRokk&m=KoisedcKa7YLXX4NHDzOV2VEYO0b0cU8RlmNMsb_LOnYUHLSMgbg0KOMVmoEglll&s=6BC1jsZR-R_5IQWBGbV-h-TmMzHbh6DyEvxLRzO-MYQ&e=


Cyber Term: Disaster Recovery (DR) Plan

Explanation
● A written plan for processing critical applications in the event of a 

major hardware or software failure or destruction of facilities.
Example of abuse:
● My systems are ransomwared. What do I do? 

Solution:
● Find a template or work with your ISD

COST:
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People Time



Cyber Term: Business Continuity Planning 
(BCP) or  Con t in u it y  of Ope r a t ion s

Explanation
● The documentation of a predetermined set of instructions or 

procedures that describe how an organization’s mission/business 
processes will be sustained during and after a significant disruption.

Example of abuse:
● How do I continue to operate if my systems are down?

Solution:
● Find a template or work with your ISD
● METL is currently working on a guide

COST:
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People Time



Cyber Term: Assessments 
/  Pen  Tes t
Explanation
● What is it?

Example of abuse:

Solution:
● MiSecure Quick Self-Audit
● TetraDefense
● CISA Cyber Hygiene
● MIDEAL Assessments
● Arctic Wolf
● Cyber insurance audits
● Financial audits
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People Time



Based on Essential Cybersecurity Practices for K12
Single page, 21 questions in 5 categories
By MI K12 for MI K12
Encourage conversations: low bar, no right/wrong, 
easy entry, informal
Can be done in minutes, not days

Get it: https://misecure.org/selfaudit/

MISecure Quick Self - Au d it

https://misecure.org/selfaudit/


Get it: https://misecure.org/selfaudit/

MISecure Quick Self - Au d it

https://misecure.org/selfaudit/


Cyber Term: EDR/xDR/MDR

EXPLANTATION
● Detect Security Incident, Contain 

the Incident, Investigate and 
Remediate

EXAMPLE:
● Our example (detection)

SOLUTION/VENDOR:
● Microsoft Defender, Sophos 

intercept X, CrowdStrike Falcon
COST: 
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Subscription



Cyber Term: EDR/xDR/MDR

EXPLANTATION
● Detect Security Incident, Contain 

the Incident, Investigate and 
Remediate

EXAMPLE:
● Our example (detection)

SOLUTION/VENDOR:
● Microsoft Defender, Sophos 

intercept X, CrowdStrike Falcon
COST: 
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EDR: Endpoint Detection Response

XDR: Extended Detection and Response

NDR: Network Detection and Response

MDR: Managed Detection and ResponseSubscription



Background
● Section 97g of 23-24 SoM budget
● K12 funding for $9M for at least 3 years
● Began Oct 1, 2023
● Purchasing Apr 29, 2024

Key language
● Form a Statewide Security Operations Center (SOC)
● Form an Advisory Board
● Provide Managed Detection and Response (MDR)

○ for Critical Technology Infrastructure
● Train, monitor and track district progress
● Prepare a summary report to fiscal agencies
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Sect ion  97g fu n d in g
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MDR

What is Managed Detection 
and Response (MDR) 
software?

MDR is a software service 
which combines technology 
and human expertise in 
monitoring and responding to 
digital threats 24x7



MiSecure K - 12 Oper a t ion s  Cen t e r  
In c id en t  Res pon s e  St a ges



Cyber Term: SOC/SIEM

Explanation
● Security Operations Center (SOC); a team of experts that proactively 

monitor an organization’s ability to operate securely. 
● Security Information and Event Management (SIEM) tool

What is it?
● Usually a managed service that monitors your organization

Solution:
● Achilles Shield, Arctic Wolf, Rehmann, VDALabs, BitLyft

COST:
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Subscription



Cyber Term: SOC/SIEM

Explanation
● Security Operations Center (SOC); a team of experts that proactively 

monitor an organization’s ability to operate securely. 
● Security Information and Event Management (SIEM) tool

What is it?
● Usually a managed service that monitors your organization

Solution:
● Achilles Shield, Arctic Wolf, Rehmann, VDALabs, BitLyft
● MiSecure

COST:
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Subscription No cost



How to Pay for it All
How many of you leverage or rely on bond funding for technology 
projects?

How many of you have an ISD that provides or could provide some of 
these services for you?

The main focus: Do what you can as you can - do something!

Bond funding…
◇ CapEx items are acceptable (including appliances and operating 

systems)
◇ OpEx items are generally not acceptable (software and 

subscriptions)
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How to Pay for it All

How does this impact your cloud strategy?

How does this impact your cyber strategy or technology roadmap?

Managed services or subscriptions…
◇ Cyber tools and initiatives often rely on both

￭ Exceptions: appliances with perpetual licensing
◇ XaaS
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Cybersecurity is a process
Keep polishing…
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Less technical threats

◇Largest Losses = Online Fraud 
aka Business Email Compromise

◇Largest Disruption of Operations = Ransomware

This kind of scam is 
often referred to as 

“Business Email 
Compromise”



Great
Excavating

Scams can also take advantage of public information:

So much information has to be made publicly 
available and is easily accessible to hackers



Preventing Email Scams 

◇ Develop good internal processes
￭Talk about it regularly
￭Training
￭MFA
￭Confirmation via secondary 

channel
￭Require multiple people to 

process payments
￭Thank people fo being cautious



Conclusion
◇ A lot to digest!
◇ MANY things that cost money
◇ SOME can be done with existing tools, but require effort
◇ Every district that has been hit, has then made the investment
◇ Drastically reduce your risk with a planful approach
◇ Start somewhere… anywhere
◇ Little fires will happen, let’s keep them contained

1. Use tri-fold to start talking about cybersecurity
2. Schedule a MiSecure Quick Self Assessment today
3. Ask about how to get MDR on your key devices
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Terms
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MFA

MDR

SIEM



Conclusion

We know there is alot. 
There is MANY things that cost money
You can make REASONABLE investments now, OR pay for it WHEN it 
happens at considerable more cost. 
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Contact Information

Matt McMahon
MiSecure Director
MAISA
MMcMahon@gomaisa.org
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Nick Morse
Cyber Security Consultant
Kent ISD
NickMorse@kentisd.org

Furney Brown
Title
Plante Moran
Email@plantemoran.com
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