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http://drive.google.com/file/d/1oC9waydLFw_Vh_4yKvh7ybO9zAjrzEBN/view

< What could be going on?

< What's your role right now?

<& How are you feeling?

<& Next steps?
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http://drive.google.com/file/d/1oC9waydLFw_Vh_4yKvh7ybO9zAjrzEBN/view

Adobe Stock | #178283040

BAD RABBIT

If you access this page your computer has been
encrypted. Enter the appered personal key in
the filed below. If susseed, you 11 be
provided with a bitcoin account to transfer
payment. The current price is on the right.

Once we receive your payment you 11 get a
password to decrypt your data. To verify your
payment and check the given passwords enter
your assigned bitcoin address or your personal

key.

Time left before the
price goes up
T I I

N R B s b

Price for decryption:

Enter your personal key or your bitcoin address “




< What happens if the Internet goes down?
= What systems are impacted?

<& Do you need to communicate with anyone?

<& Can you hold school tomorrow?
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Two months ago...

e Coach received fake email requesting info for a
tournament that had been posted to the website

e Entered credentials but errored out
e Never thought about it again

e Hacker used credentials to VPN into network (no
MFA)

e Satinside for 2 months gathering info

e Finally leveraged a vulnerability on VMWare and
ransomed the server infrastructure.

\ ) LESSONS
p) PRePARATION B IDENTIFICATION w ) ERADICATION m PRk
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Be prepared for questions

<& How will you inform your staff? The public?
<& Can we hold school tomorrow?

& Prepare a statement for the media
< What do you tell your board?

< How will you run payroll?
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Michigan Headlines

Lansing Community College

In response to an ongoing cybersecurity incident, LCC will suspend all
college classes, events, practices and activities beginning immediately
and continuing through Thursday, March 16, and Friday, March 17.

g l Lansing Community College
LCC is back online! See for details. Technical support
begins at 8 a.m.

N’a_

Ransomware attack closes all

Kellogg Community College
campuses "until further notice"

n Talley

. rﬂjlllll\\
29 MY AT
PARENTS REACT TO CYBER ATTACKS

JACKSON AND HILLSDALE COUNTIES
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What is METL?

FAICH Gt
MAISA |5

SUPPCETIMG REGIHISAL EDLCATEDS SERVICE AGEMCIES

Michigan
Education

lechnology
Leaders

A “leadership network” within MAISA
ISD IT Technology Directors, meeting monthly

Vision for the Future

The Michigan Education Technology Leaders will be a
proactive, key decision-making group that fosters collaboration
and efficiencies on projects, issues and policy regarding
technology in education.

Mission
METL’s mission is to provide leadership and direction focused
on technology in education among Michigan’s ISDs/RESAs.



http://MiSecure.org/

November 2018: Essential Cybersecurity Controls for K12
November 2019: Published & delivered
= 18 CISA Controls
= By MIK12 for MI K12
2019: MISecure website
2020: Cybersecurity talking points
2020: Cybersecurity training
2021: MiSecure Quick Self-Audit
2023: MiSecure SOC & MDR
2024: Incident Response Planning tools

& O
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Michigan
Education
Technology
Leaders

MiSecure ®g MAISA

About Contact Resources Professional Learning

Essential Cybersecurity
Practices for K12

K12 Operations Center Incident Response Essential Cybersecurity Quick Self-Audit Professional Learning
Planning Tools Practices for K12






O Cyber Term: Phishing

!l Verizon & 7:09 AM 73% =
D Explanation
e the fraudulent practice of sending emails or other e S
messages purporting to be from reputable companies in - .
. . . . . . CAUTION: This is an External email.
order to induce individuals to reveal personal information, Please send suspicious emails to
such as passwords and credit card numbers. e

Example of abuse:

e Case Study: K-12 District Enrollment 5000k

o Threat Actor Pretended to be superintendent () Office 365

o Wire transferred $154,000 and $169,000 to
fraudulent vendor

i ) ID.'- Dmichigan.gov
SOI UtIO n . Your Login Email Password lc-r@.-mi[:h\uan.guv will
. - o . . . expire in (0)days
proofpoint. o Secu rlty trq inin g ’ fCI ke p h IS h In g cam pO I g ns Kindly Continue with your same Password before Expirying
e KnowBe4 ($17/year/FTE), Wizer, SecureHalo Todsy
Subscription
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Multi-Factor Authentication

PASSWORD PROOF ACCESS

Subscription
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Cyber Term: MFA

Explanation

e Multi-Factor Authentication / 2FA
e Phone, email, text, app (e.g. Authy)

The “why”

e MFA protects you
e All critical systems, email, remote access
e Push back
o Some systems require MFA *every* time
o Use of personal devices — yubi keys ~$25 ea.

Solution:
e Google/Microsoft - included
e PowerSchool example SSO
e Duo for systems that don’t support it
e $36/account/year for RDP



Multi Factor Authentication

OSomething you Know:

m Password Users email compromised
i - SEEE e E
<>Someth|ng You HGVG. e ::lczlaall_réﬁrgglls_ﬁ;!hggz@LISTSERVGMIS.O[ Thuw”mm
® Phone, Code, Token Hi Everyone,
<>“InC|Uded" in MOSt Apps: Just wanted to follow up after we had one user's Office 365 account compromised earlier this week.
= GSuite e s send huncreds o phishig s i mater of minte. S shevoris n e

ce, it was a wide variety of Municipal and State contacts. We quickly discovered this and changed all of her

m Microsoft 365

= Munis via Azure
& Cost/Benefit * Your User ID and Password

= Slight Problem 4U * + Second “Factor
= Major Problem 4 bad guy

One-time password code

© 979 757

Pro Tip:
Enable MFA wherever you

can (personally):
Email, Bank Account, etc.




Cyber Term: Patch
Management / End of Life

Explanation

e An attempt to mitigate software vulnerabilities by actively checking for
updates or replacing hardware where the vendor is no longer actively
closing software vulnerabilities.

Example of abuse:

e End of life (EOL) issues (unpatchable)
e Rogue/non-supported devices
e |loT

Solution:
e Microsoft Intune; PDQ Deploy & Inventory; PatchMyPC

COST: Typically by device or FTE. Subscription
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Cyber Term: Backup

Explanation
e Whatisit?
Example of abuse:

e Cloudtoo
e Target for ransomware
e Offsite, off network, air-gap, encryption, immutable

Solution:

e Veeam
- Synelegy Hardware



Cyber Term: Incident Response Plan
(IRP)

Explanation

e The documentation of a predetermined set of instructions or
procedures to detect, respond to, and limit consequences of a malicious
cyber attacks against an organization’s information systems(s).

Example of abuse:
e Panic
Solution:

e MiSecure IRP
e Michigan Cyber Partner IRP template
e Consultant

COST:
People Time

pA



MiSecure Incident Response Quick Reference

the printed copit f the Incident R uments? [enter locations here]

Board Presidert ]
15D Suppert I

EDR/MDR 1 XOR | S N
FrowalliMetworksoppot | | [ | ]




Role Contacts) What They Do

@ MiSecure Incident Response Worksheet v2.0 Last updated: [Date Here]

xmpromise and manage

Where does this document live?
Digital location: [Enter the on-line Incation]
Physical location: [Enter the location of a printout of this document, often in the Emergency Operations Plan]

|Administrative Support / Incident | Nama
Recorder Email
Phene

adr iral usfand
ith the fachnalogy dapartmant

Key Infurmalmn \Communications / Media Team M.:rug: ;ur;:u communications
ications
ctor if there is ane or 3 Managl: parentstudent communications
- Maintain backup communication methods for parents
et up 2 call center
Talk 1o pri are lalking paints for other leaders
Develop a call |r11: for front-line communications

om technica
» eat, mest & retreat. This should not
am can eat, meet & retre: is should nof Lipdale sodlal medis

‘Out-of-band (OOB) Communication Method municate during the event. Members of the team L“‘”’“‘”E “"’”‘" of data "‘"“
3 devices that are secured, probably nol attached io the
[Enter Here] ers wil need access 1o a site such as Slack
nanged snd fles shared Mske sure

Location of Passwords Phone

[Entes Here]
Notwork Diagrams Where is the most
diagrams d
[Enter ¥ ] h ion of MDF vjﬂd IDF I

IP Addresses, VLANs & Routing Tables shoutd be a print of a digtal b
core routing table should also be mmnea

h, bt ot part o tha |

Contact{s) What They Do

Cyber Insurance Immediatey. They shoukd be conlacted s soon a8 you determing
you have a yber incident.

[Enter Here]
How To Disconnect From The Internet This should list the physical location of the router / switch port(s) that need
i you have cyp
be physically disconnected in order to disconnect from the infemel
(Enter Here] The business office will be able to identily whether
liability insurance and the proper contact procedure
1. Incident Response Team Members OO A It okt & TNGANUMaT i
Ihat wil be primary esponsielefor each o
ther partner organizations may aiso Ml roles
Enterthe naina e i the contect it

Contact(s) {
Name
Email
Management Phade
Usualy &
P gl —
o the ISD Technology Director Nama As s00n a8 an incident is confirmed
Email
My are 3 ocaldkict st usifze e [Phon
far fecinol o

|oper
|cyber incident Response am . P overail support & € team
Coordin Make re the right pecple are doing the figh hngs.
ommunicate lo Adminisiration. all .w s in tha avant and
e cantactey iy vder o prodncs
cther networked entiies

3. Extended Resource

¥ou may nol need

Review EDR reports / alerts
Access user sctvity logs




, @ MiSecure IRP tools Download

9

https://misecure.org/incident-response-planning-tools/

29


https://urldefense.proofpoint.com/v2/url?u=https-3A__misecure.org_incident-2Dresponse-2Dplanning-2Dtools_&d=DwMFaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=mH89IVGllIHlVhWUlKfwF8XaOyPyBeDIHfMSxqwRokk&m=KoisedcKa7YLXX4NHDzOV2VEYO0b0cU8RlmNMsb_LOnYUHLSMgbg0KOMVmoEglll&s=6BC1jsZR-R_5IQWBGbV-h-TmMzHbh6DyEvxLRzO-MYQ&e=
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Cyber Term: Disaster Recovery (DR) Plan

Explanation

e A written plan for processing critical applications in the event of a
major hardware or software failure or destruction of facilities.

Example of abuse:

e My systems are ransomwared. What do | do?
Solution:

e Find a template or work with your ISD

COST:
People Time
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Cyber Term: Business Continuity Planning
(BCP) or Continuity of Operations

Explanation

e The documentation of a predetermined set of instructions or
procedures that describe how an organization’s mission/business
processes will be sustained during and after a significant disruption.

Example of abuse:
e How do | continue to operate if my systems are down?
Solution:

e Find a template or work with your ISD
e METL is currently working on a guide

COST:
People Time



Cyber Term: Assessments
/ Pen Test

Explanation
e Whatisit?
Example of abuse:

Solution:
e MiSecure Quick Self-Audit
e TetraDefense
e CISA Cyber Hygiene
e MIDEAL Assessments
e Arctic Wolf
[ ]
[ ]

Cyber insurance audits
Financial audits People Time

32



MISecure Quick Self - Audit

Based on Essential Cybersecurity Practices for K12
Single page, 21 questions in 5 categories
By MI K12 for MI K12

Encourage conversations: low bar, no right/wrong,
easy entry, informal

Can be done in minutes, not days


https://misecure.org/selfaudit/

MiSecure Quick Self-Audit
Data Collection Tool

hese 20 questions will help you to think about cybersecurity practices in your organization and focus your improvement efforts. This
Quick Self Audit references cybersecurity best practices and “controls” that are outlined in more detail in the Essential Cybersecurity
Practices for K12, which can be found at www.misecure.org

To Continue:

1) Score your organization on each of the 20 questions;

2) Go back to the lowest scored items and plan your improvements. Remember: you dont have to fix everything at once!

Nothing form

only for new staff

taff training and/or updates in mestings, emails, articles, and/or alert
heduled skills training and phishing simulations

Do you require long and complex passwords and do you
nit password ntrol 5)

d policy as defined at previous level, plus o
g account after a number of failed attempts.

Do you change default pass Il systems you install
d an, m accounts that you create? (Control 4)

or vendor d

on some systems,
both manually and automated on a hat can be
be patched ntified and isolated appropriats

P y
pplied on all systems and critical vulnerabilties are patched in under

Date of Audit 1

Document thoughts and ideas as well as goals for the improving your
rganization's security profile.



https://misecure.org/selfaudit/

Cyber Term: EDR/XDR/MDR

]

EXPLANTATION v —— o
e Detect Security Incident, Contain 7 :
the InCident, Investigcte and ’ 0 Execution incident on one endpoint
Remediate
EXAMPLE:
‘ Our eXGmpIe (deteCtion) catalo 2 Execution incident on one
SOLUTION/VENDOR: . _. : o | @ o=

e Microsoft Defender, Sophos
intercept X, CrowdStrike Falcon

COST:
Subscription

W
(9}




Cyber Term: EDR/XxDR/MDR

EXPLANTATION . .
e Detect Security Incident, Contain EDR: Eﬂdelﬂt Detection Response

the Incident, Investigate and

Remediate
EXAMPLE: XDR: Extended Detection and Response
e Our example (detection)
SOLUTION/VENDOR:
e Microsoft Defender, Sophos NDR: Network Detection and Response

intercept X, CrowdStrike Falcon

COST:
Subscription MDR: Managed Detection and Response

36
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Section 97g funding

Background
e Section 97g of 23-24 SoM budget

K12 funding for $9M for at least 3 years
Began Oct 1, 2023
Purchasing Apr 29, 2024

Key language

Form a Statewide Security Operations Center (SOC)
Form an Aavisory Board
Provide Managed Detection and Response (MDR)
o for Critical Technology Infrastructure
Train, monitor and track district progress
Prepare a summary reportto fiscal agencies

®
()



What is Managed Detection
and Response (MDR)
software?

) et s i I

MDR is a software service

which combines technology <:>
and human expertise in

monitoring and responding to

digital threats 24x7




MiSecure K - 12 Operations Center
Incident Response Stages

LESSONS
» PREPARATION » IDENTIFICATION w ERADICATION m LEARNED
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Cyber Term: SOC/SIEM

Explanation

e Security Operations Center (SOC); a team of experts that proactively
monitor an organization’s ability to operate securely.
e Security Information and Event Management (SIEM) tool

What is it?
e Usually a managed service that monitors your organization

Solution:
e Achilles Shield, Arctic Wolf, Rehmann, VDALabs, BitLyft

COST:
! Subscription
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Cyber Term: SOC/SIEM

Explanation

e Security Operations Center (SOC); a team of experts that proactively
monitor an organization’s ability to operate securely.
e Security Information and Event Management (SIEM) tool

What is it?
e Usually a managed service that monitors your organization

Solution:
e Achilles Shield, Arctic Wolf, Rehmann, VDALabs, BitLyft

e MiSecure
No cost

COST:
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How to Pay for it All

How many of you leverage or rely on bond funding for technology
projects?

How many of you have an ISD that provides or could provide some of
these services for you?

The main focus: Do what you can as you can - do something!

Bond funding...

<&  CapEx items are acceptable (including appliances and operating

systems)
<& OpEx items are generally not acceptable (software and

subscriptions)
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How to Pay for it All

How does this impact your cloud strategy?
How does this impact your cyber strategy or technology roadmap?

Managed services or subscriptions...

<& Cyber tools and initiatives often rely on both
= Exceptions: appliances with perpetual licensing
& XaaS
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Cybersecurity is a process

Keep polishing...

A T

- T ' » s
««Unpolished . .y Polished

s |
Lo



Less technical threats

OLlargest Losses = Online Fraud
aka Business Email Compromise

OLargest Disruption of Operations = Ransomware

New ~ | [~ |58 | X | @~ -4 e N =
>4 Request from CEO

3 = ¥ YRNFiGa e
Subject: e e Wire lransrtel

This kind of scam is
often referred to as

“Business Email
e J L] ,’
amount of 000 and code to “admin expenses” Compromlse
by COB today. Wiring instructions below...

a wire transfer payment in the




Scams can also take advantage of public information:

. Great GREAT EXCAVATING
xcavating
Vendor . ¢« N INVOICE
Excavating
LLC INVOICE £ 2297 for Centerteke neon 1owninie
General Subtotal Base Bid Price | $ 354,568.80| $ 414,51 Catp 0 1"
Phase 1 Subtotal Base Bid Price | $ 606,973.400$ 695,61
SALESPERSON JOB PAVING PAYMENT TERMS DUE DATE
. ; Oscar Ward Sales Due on receipt 1/30/23
Phase 2 Subtotal Base Bid Price | $ 534,853.00| § 645,9
7I QTY DESCRIPTION Pglr::lé LINE TOTAL
Total Bid Amount 5 1,496,395.20| $ 1,756,0 Por
1 Phase 1 C 606,973.00
ontract
So much information has to be made publicly SUBTOTAL |$606.973.00
available and is easily accessible to hackers SALES 20.00
Payment via ACH 011401533 TOTAL $606,973.00

Thursday, July 8, I
Prepared by 5N



& Develop good internal processes

= Talk about it regularly

= Training

= MFA

= Confirmation via secondary
channel

= Require multiple people to
process payments

= Thank people fo being cautious

GREAT EXCAVATING
INVOICE

DATE: 3/31/2023
INVOICE # 2292

CUSTOMER ID:

Calltip

SALESPERSON JOB PAVING

Oscar Ward Sales

QTY  DESCRIPTION

1 Phase 1

Payment via ACH 011401533

fo:

PAYMENT TERMS DUE DATE

Due on receipt 1/30/23

UNIT
PRICE LINE TOTAL
Per

Contract 606,973.00

SUBTOTAL $606,973.00

SALES
TAX

TOTAL $606,973.00

20.00
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Conclusion

COOOOO0

SR

A lot to digest!

MANYthings that cost money

SOME can be done with existing tools, but require effort

Every district that has been hit, has then made the investment
Drastically reduce your risk with a planful approach

Start somewhere... anywhere

Little fires will happen, let’s keep them contained

Use tri-fold to start talking about cybersecurity
Schedule a MiSecure Quick Self Assessment today
Ask about how to get MDR on your key devices






There are only two types of
companies: those that have been
hacked, and those that will be. Even
that is merging into one category:
those that have been hacked and
will be again.

— Rebert Mueller, —

AZ QUOTES

50




"Everyone has a
. plan.= until they
A .get punched in
the face.” °
" . Mike Tyson -

51
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Contact Information

% plante moran [f§ {F7) vi Kent ISD |

Furney Brown Matt McMahon Nick Morse

Title MiSecure Director Cyber Security Consultant
Plante Moran \VVAYISYAN Kent ISD
Email@plantemoran.com MMcMahon@gomaisa.org NickMorse@kentisd.org
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