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Defining Fraud

* Wrongful or criminal deception intended to result in financial or

personal gain
e Oxford Dictionary

* The crime of using dishonest methods to take something

valuable from another person
* Merriam-Webster Dictionary
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Defining Fraud
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Defining Fraud
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Asset Misappropriation

Corruption

*  Conflicts of interest
Bribery

* lllegal gratuities

. Economic extortion

Fraudulent Financial Reporting
Financial
Non-financial
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Asset
misappropriation

$120,000

Corruption
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Financial
statement fraud

D) $766,000

Median loss

* Percent of cases
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Ed t_ UM BEl 305  12%  12%  18%  14% 44% 6% 5% 16% 4% 4% 8%
Manufacturing 75  27% 6% 4% 7% 55% 17% 6% 29% 10% 1% 9%

public ad raftian 170 24%  15% 8% 14%  52% | 15% 4% 15% 18% 4% 1%

Health care 17 38% 9% 8% 12% 47% | 21% 1% 22% 16% 2% 9%

Energy 78 19% 8% 9% 8% 60% @ 13% 4% 29%  10% 3% 6%

Retail 78 17% 10% 13% 5% 40% 6% 0% 32% 3% 9% 14%

Construction 73 38%  12% 7% 19% 52% 25% 10% 25% 23% 4% 23%

Education 70 36% 9% 13%  10% 43% 17% 0% 16% 7% 6% 19%

Insurance 69 19% 6% 6% 20% 49% | 12% 9% 16% 10% 6% 9%

MEDIAN LOSS 7[]

$50,000 CASES

Technology 65 28% 9% 2% 9% 65% | 1% 3% 32%  14% 0% 5%

Transportation and

warehousing 60 18% 10%  18% 7% 52% | 12% 2% 33%  10% 3% 7%

Religious, charitable,

e e 58 36% 17%  24% 17% 45% 29% 3% 10% 7% 2% 16%

Information 52 15% 10%  10% 0% 62% | 10% 2% 27% 6% 0% 10%
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Fraud Case Studies

Tulsa Public Clark County
Crosby 15D School District

e $600,000 loss e Securities & e $1.4 million
e Inflated Exchange loss
invoices & fake Commission e \Vendor wire
consulting firm e $20 million of payment

fraudulently
issued bonds
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Living beyond means
Financial difficulties

Unusually close association with vendor/customer

Control issues, unwillingness to share duties
Irritability, suspiciousness, or defensiveness
“Wheeler-dealer” attitude

Bullying or intimidation

Divorce/family problems

Complained about inadequate pay
Addiction problems

Excessive pressure from within organization
Refusal to take vacations

Past legal problems

Complained about lack of authority

Other employment-related problems
Excessive family/peer pressure for success
Excessive tardiness or absenteeism

Social isolation

Other

Instability in life circumstances

Excessive internet browsing

I ;o
—
-

—
— 5
I
i
R
— L
— L
— L
— 1

— L

-

.

— 1

— 1

.

-

.

M >

Behavioral Red Flags of Fraud
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How is Fraud Detected?
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Management review _ 13%
Document examination - 6%
Account reconciliation - 5%
By accident - 5%

External audit . 3%

Automated transaction/data monitoring . 3%

Surveillance/monitoring l 2%

Other l 2%
Notification by . o0

law enforcement

Confession I 1%

P
Internal audit _ 14%

43%



Most Common Prevention Techniques
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Code of conduct
External audit of financial statements

Internal audit department

Management certification of financial statements

Management review

External audit of internal controls over
financial reporting

Hotline

Independent audit committee

Fraud training for employees

Fraud training for managers/executives
Anti-fraud policy

Employee support programs

Dedicated fraud department, function, or team
Formal fraud risk assessments
Proactive data monitoring/analysis
Surprise audits

Job rotation/mandatory vacation

Rewards for whistleblowers

85%
84%
80%
TT%
12%
12%
%
68%
63%
62%
60%
99%
90%
48%
45%

42%
23%
14%
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Risk Assessments

Focus on Focus on Focus on Focus on
prevention separation of what we can what we can
duties control monitor
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 What could be
misappropriated?

* Where is the financial impact?
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Risk Evaluation

Risk Assessment Matrix

Key Risks Affecting Level of Risk  Mitigating
Area of Focus this Area (H/M/L) Control(s) Key Control Comments
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Risk Assessment Exercise — Practical
Application
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Risk Assessment Options

 Internal
* Use the matrix provided, work in teams
* You have a deep knowledge of the process
» Total buy-in and engagement
* Limited outside perspective
e Often time constraints

* External
e Qutside perspective & additional viewpoints
 More in-depth evaluation
» Assistance with interpretations
« Additional resources
 Still some time from the internal team members
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Top 10 Tips

10. Implement a Fraud Policy

9. Implement a Conflict of Interest Policy

8. Vendor onboarding & audits

7. Improve credit card monitoring, use and policy

6. Review and analyze budgets and financial statements
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Top 10 Tips

5. Use your accounting software

4. Disbursement documentation

3. Bank reconciliation process

2. Separate preparation, review & approval process

1. Procedure manual
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Bethany Verble, CPA, CFE, CBPA

bverble@manercpa.com

517-999-5816
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