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Session Objectives  
 

● Strengthen our understanding of the cybersecurity landscape and the potential impact 
on schools and divisions. 

● Collaborate on incident response and post-incident recovery strategies, including 
drafting and refining incident response plans. 

● Further develop connections among agencies, organizations, and school districts. 
  

Agenda 

Time Activity 

8:30 Welcome and Overview 
Dr. Jeremiah Okal-Frink, Impact Edvisors 

8:40 

Cybersecurity Trends and Updates 
Don Whitt, Federal Bureau of Investigation 
 

● K12 SIX Self-Assessment 
● MISecure Self-Audit 

 
● K12 SIX Essential Cybersecurity Protections for the 2023-2024 School Year - 

What K-12 Leaders Need to Know 

9:20 

Tabletop Exercise & Incident Response Reflection 
 

● K12 SIX Essential Cyber Incident Response Runbook (pdf) 
● K12 SIX Essential Cyber Incident Response Runbook (word) 
● Michigan Incident Response Plan 

10:00 Break 

10:15 

Tabletop Exercise & Incident Response Reflection 
 

● K12 SIX Essential Cyber Incident Response Runbook (pdf) 
● K12 SIX Essential Cyber Incident Response Runbook (word) 
● Michigan Incident Response Plan 

11:15 
Closing: Resources and Opportunities 
Danny Cook, Cybersecurity and Infrastructure Security Agency (CISA) 
Michelle McClish, State of Michigan  

11:45 Adjourn 
 

https://tinyurl.com/MSBO-Cybersecurity2024
https://www.k12six.org/self-assessment#home/1/
https://misecure.org/selfaudit/
https://static1.squarespace.com/static/5e441b46adfb340b05008fe7/t/6537ed2618e89262f123d9dd/1698164006569/K12SIXEssentialProtections-WhatLeadersNeed23-24.pdf
https://static1.squarespace.com/static/5e441b46adfb340b05008fe7/t/6537ed2618e89262f123d9dd/1698164006569/K12SIXEssentialProtections-WhatLeadersNeed23-24.pdf
https://static1.squarespace.com/static/5e441b46adfb340b05008fe7/t/62cc8e3843251c6d2b2cb0a5/1657572921164/K12SIX-IncidentResponseRunbook.pdf
https://docs.google.com/document/d/1A568m16TSoQR3VP6JdPfNMu73W43F4iz/edit?usp=sharing&ouid=107022417010802710946&rtpof=true&sd=true
https://docs.google.com/document/d/1LiOzmJLnncj3Tlioq4Ry94-2fJ4RxvHi/edit?usp=sharing&ouid=103683269221075946071&rtpof=true&sd=true
https://static1.squarespace.com/static/5e441b46adfb340b05008fe7/t/62cc8e3843251c6d2b2cb0a5/1657572921164/K12SIX-IncidentResponseRunbook.pdf
https://docs.google.com/document/d/1A568m16TSoQR3VP6JdPfNMu73W43F4iz/edit?usp=sharing&ouid=107022417010802710946&rtpof=true&sd=true
https://docs.google.com/document/d/1LiOzmJLnncj3Tlioq4Ry94-2fJ4RxvHi/edit?usp=sharing&ouid=103683269221075946071&rtpof=true&sd=true


 

 
Additional Resources 
 
CISA 

● Protecting our Future: Partnering to Safeguard K-12 Organizations from Cybersecurity 
Threats 

● Shield’s Ready 
● Shields Up 
● Incident and Vulnerability Playbook 
● Tabletop Exercises Packages (CTEPS) 
● Ransomware Guide 
● Cyber Resource Hub 
● National Cyber Awareness System (NCAS) 
● Incident Reporting System 
● Blog Post: CISA Resources to Help Schools Strengthen Security and Build Resilience 

 
CoSN 

● CoSN 2023 State of EdTech Leadership 
● Cybersecurity Resources 
● K-12 CVAT 
● COSN’s NIST Cybersecurity Framework Resource Alignment for K-12 
● 2022 CoSN State & Federal Education Cybersecurity Policy Developments 
● Making the Case for Increased Cybersecurity Investment Primer 
● CoSN/SETDA Cybersecurity Staffing Resource 

 
FBI 

● FBI’s 24/7 Cyber Watch (CyWatch), 855-292-3937, CyWatch@fbi.gov 
● Cyber Task Force (located within 56 local FBI field offices, www.fbi.gov/contact-us/field 
● Internet Crime Complaint Center, www.ic3.gov  

 
K12 SIX 

● Essentials Series 
● National Institute of Standards and Technology (NIST) Computer Security Incident 

Handling Guide (800-61) 
● National Institute of Standards and Technology (NIST) Guide for Cybersecurity Event 

Recovery (800-184) 
● US Department of Education Privacy Technical Assistance Center (PTAC) 
● US Department of Homeland Security, Cybersecurity & Infrastructure Security Agency 

(CISA) Ransomware Response Checklist 
● Cyber Security Agency of Singapore Incident Response Checklist 
● Texas Department of Information Resources (DIR) Incident Response Team Redbook 

 
Tabletop Exercise & Incident Response Resources 
 

● K12 SIX Essential Cyber Incident Response Runbook (pdf) 
● K12 SIX Essential Cyber Incident Response Runbook (word) 

 
District Story: cybersecurity roundtable (passcode: tGf2c%$@) 
 
DTMB 

● Cybersecurity Resource Hub 

https://www.cisa.gov/sites/default/files/2023-01/K-12report_FINAL_V2_508c.pdf
https://www.cisa.gov/sites/default/files/2023-01/K-12report_FINAL_V2_508c.pdf
https://www.cisa.gov/shields-ready
https://www.cisa.gov/shields-up
https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/cisa-tabletop-exercises-packages
https://www.cisa.gov/stopransomware/ransomware-guide
https://www.cisa.gov/cyber-resource-hub
https://www.cisa.gov/uscert/ncas?msclkid=a3fe90bab67311ec938aeb486d0e5129
https://www.cisa.gov/uscert/report
https://www.cisa.gov/news-events/news/cisa-resources-help-schools-strengthen-security-and-build-resilience
https://www.cosn.org/wp-content/uploads/2023/05/Survey_Report_2023_F2.pdf
https://www.cosn.org/edtech-topics/cybersecurity/
https://www.cosn.org/tools-and-resources/resource/k-12cvat/
https://www.cosn.org/tools-and-resources/resource/cosns-nist-cybersecurity-framework-resource-alignment-for-k-12/
https://www.cosn.org/wp-content/uploads/2023/01/CoSN-2022-Education-Cybersecurity-Policy-Report_FINAL-1_3_22.pdf
https://www.cosn.org/wp-content/uploads/2023/04/BlaschkeReport_MakingtheCaseforIncreasedInvestmentInCybersecurity_FINAL.pdf
https://oercommons.org/courses/cybersecurity-staffing-resource-for-k-12
mailto:CyWatch@fbi.gov
http://www.fbi.gov/contact-us/field
http://www.ic3.gov/
https://www.k12six.org/essentials-series
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/checklist_data_breach_response_092012_0.pdf
https://www.cisa.gov/stopransomware/ive-been-hit-ransomware
https://www.cisa.gov/stopransomware/ive-been-hit-ransomware
https://www.csa.gov.sg/gosafeonline/resources/incident-response-checklist
https://docs.google.com/document/d/1uvqgcUfzToNj6nFgtQoRQAkyL1SDGsRF/edit
https://static1.squarespace.com/static/5e441b46adfb340b05008fe7/t/62cc8e3843251c6d2b2cb0a5/1657572921164/K12SIX-IncidentResponseRunbook.pdf
https://docs.google.com/document/d/1A568m16TSoQR3VP6JdPfNMu73W43F4iz/edit?usp=sharing&ouid=107022417010802710946&rtpof=true&sd=true
https://dell.zoom.us/rec/share/eYu6dl30mxqcp1T8HZbpYoxsFe3A4hZEXqKSvwf2N7QaxHSBQXp_WrOHwscTVuyF.wx131peM0kMkuRIF?startTime=1658242845000
https://www.michigan.gov/dtmb/services/cybersecurity/cybersecurity-resource-hub


 

 
Secret Service 

● Preparing for a Cyber Incident 
● National Incident Management System (NIMS) Implementation and Training 
● FEMA Enhanced Threat and Risk Assessment 

 
SETDA 

● Small Districts, Big Hurdles: Cybersecurity Support for Small, Rural, and Under-
resourced School Districts 

● K-12 Cybersecurity Landscape Scan 
● Cybersecurity Policy Brief 

 
 

 

https://www.secretservice.gov/investigation/Preparing-for-a-Cyber-Incident
https://www.fema.gov/emergency-managers/nims/implementation-training
https://teex.org/class/mgt315/%20%5Bteex.org%5D
https://drive.google.com/file/d/1xFzytKS6gtFAiKstP_H3ES_Tpm9OF8l8/view
https://drive.google.com/file/d/1xFzytKS6gtFAiKstP_H3ES_Tpm9OF8l8/view
https://www.setda.org/wp-content/uploads/2022/03/SETDA-K12CybersecurityLandscape-2022.pdf
https://drive.google.com/file/d/1ygmMRDiS-1Nv6lvbkjJd3-em4YUatnqB/view

