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What’s a botnet? What’s a botnet?

A. This is where spam comes from
B. DDoS for hire

C. Fraud & identity theft

D. All of the above

¢ Compromised computers running malware

« Centrally controlled
— IRC, P2P, HTTP/HTTPS, DNS

Legend

i The Zeus Botnet Kit

Thought to be responsible for most of the reported
ACH fraud incidents last year

Made-to-order malware

Reportedly, cost to criminal for custom version is
$3000 depending on options

¢ Unlike other kits like YES and BlackSun, Zeus does not
sell exploits with its kit
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Hi everyone,

Iam selling Zeus 1.3.0.0
TRUSTED MEMBERS ONLY

[Version 1.3.0.0, 20.11.2009]

[*] Interception i ing.

[+] Be fully operational in Windows Vista / 7.

[*]1 Temporarily disable hidden files

[*] Removed TAN-grabber.

[-] Fixed duplicate records in nspr4.dil.

[*] Grabbed certificates are now written with the name
grabbed_dd_mm_yyy.pfx, and password in UTF-8.

[*]1 Team getcerts, obtained certificates only from MY-store, and not from
all. Since obtaining certificates from all hranilish not make sense.

[*] changed behavior grabber certificates.

[*] Rewrote FTP/POP3 sniffer, ulucheshno detection logins, made support

The Zeus Botnet Kit

¢ Components ol
— Webkit command & control console (PHP/MySQL) procra:
— Zeus Builder binary generator i = u
B |
* Custom command & control options e :“5
— Encrypted HTTP = -
— Jabber

— VNC (over encrypted HTTP)
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Config and loader building . The ZeUS BOtnet Kit

Source config file:

| &2 \INF\sample\1.2.4. 2\config. bet

* Self-protection features
— %SystemRoot%\system32\drivers\etc\hosts file tampering

Edit config Buid config . ! _ R
| J | — Automatic repacking of binaries
— — Polymorphicencryption (1.4.x and later)
Ot
BUILD SUCCEEDED! ﬂ
Loading config from fils 'c:\INFisample\1. 2. 4. 2\config. txt'... o Data theft
Loadng succeeded!
Buiding bot fie... — Stored IE passwords
tnet=ni . . . . .
§;,f_;§§=mmm 0000ms — Web injection, aka login form stealing for Firefox & IE
| tmer_logs =60000ms, 60000ms — Digital certificates used for authentication

timer_statsm660000ms, 60000ms
url_config=http: /flocalhost fconfig.bin
url_compip=http: | localhostfip.php
|encryption_key=0K

Build succeeded!




Malware Man-In-The-Browser

Presents fake login page / logout button to user

Upon recognized bank login, phones home to waiting
operator

Steals bank website login information

Steals Security Certificates

— Used by Bank of America

Hijacks sessions that use RSA tokens

— Used by E*Trade, Credit Suisse
— This is reportedly a $1,500 option for ZeuS

How ACH / EFT Fraud Works

(2) Bank One
gers
back nnect

(1) Zeus phones

3) Zeus operator
$$$ sasupEFT
transfer to mule

(4) Mule
withdraws cash
from Bank Two

—
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To:
Cc

| subject:

Dorothy Ingram [marsico @fulton.k12.9a.us]
paul.kodemba @priority-health, com

Work position

Sent: Wed 6/9/2010 8:18 AM
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Please reply only to our e-mail:

"EU Parcel Service Company”

Hello!

got a reply to your profile.

International company seeks for a representative in USA.
Full-time and part-time positions are available

job is based on administrative/customer service support parcel.

eupsmanager@BonBon.net

Great benefits. No investments required (we are serious company located in United
Kingdom and we will never ask our representatives any money in prior).
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How ACH / EFT Fraud Works

Corporate login to bank website is stolen
Thief transfers funds to “mule” accounts in the US
Mules withdraw money in cash

Mules wire cash to foreign countries in the form of a
money order

Thief cashes money order

Mule Recruiting

“Work From Home” scam

Person is told they are working in a customer service
or billing position

Person uses their personal checking account to
receive funds

And after they do the wire transfer and are burned...
..their identity is sold on the black market and they
get burned a second time

Money Laundering

Mule withdraws cash

Cash is then wired via Western Union to an aliasin a
foreign country

— Ukraine

— China

— Australia

— Nigeria

Money is picked up by another local mule

..and then it’s really gone




Michigan Case Study #1

Insurance Services Firm on East side of Michigan

$150K stolen from trust account

Transfer amounts just under $10K to avoid IRS notification
Sent to individual accounts across USA

Victim has recovered approx. $70K so far

Confirmed instance of Zeus variant

Michigan Case Study #2

Construction company in central Michigan

$700K stolen from a payroll account

Bank website used RSA token for login

Transfer amounts just under $10K to avoid IRS notification
Transfers withdrawn in cash by “mules”

Confirmed instance of Zeus$ variant

Detecting Zeus on Your Network

UPnP search queries

— 3x UDP packets to 239.255.255.250 on port 1900

HTTP GET

— pulls down config file on initial infection

— default filename is /config.bin

— server response is binary file (application/octet-stream)
HTTP POST

— check-ins use HTTP POST to send an RC4-encrypted string
— Server responses are RC4-encrypted using the same key
LuckySploit

— "Welcome to LuckySploit:) \n ITS TOASTED";

Risk Areas in Your Business

Payroll

Accounts Payable
Insurance Claims
Commissions
Point of Sale

Anything that can use EFT to send money

Countermeasures
Dual control for banking web sites
Dedicated workstations

Specialized Security Software
— Trusteer Rapport

Bank on a Mac?

| Thought the FBI Busted Zeus?

9/28 — 15 arrested in UK
9/30 - 10 arrested in US
Ties to organized crime in Ukraine

Targeted customers of UK banks: HSBC, Royal Bank of
Scotland, Barclays, Lloyds TSB

Few details are publicly available as of right now
This is one of many known active Zeus botnets
This is not Kneber

This is not a fast-flux botnet




Underground Mergers?!

* In October, following the FBI arrests, Monstr
announces his retirement on several carding web
sites.

* Within days of his announcement, Harderman
announces that he will begin supporting any existing
ZeusS customers and that he has purchased the
source code from Monstr.

* InJanuary, we see the first hybrid release of SpyEye,
which incorporates several ZeusS features.

Tvi41 [harderman]

Encryption loay (For config): [
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Maice confi B get build

& Spy Eye..

MainCPs.bxt [rrsincps et
Collectors.txt [collectors txt
Encryption key [Your Enc. key |
Connector interval (sec)
Kill Zeus: ™ Jabber Notification |
Clear cookies and sessions: [~ VNC Module (with back-connect) =
Brute-force certificates: ™ Auto-Spreading =i
Log only important (https) URLs: I~ Auto-Update i
Compress with Unique Stub Generator: O
Enable screenshot configuration: r

[ wabInjacts | [ sereanshots ] [ Plugins ]

* Mutex name | [SPYEVE

.- Generate config & FUD an EXE file

Are you infected by SpyEye or Zeus?
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Take your money!

Discussion

Paul Melson
pmelson@gmail.com
twitter.com/pmelson

pmelson.blogspot.com




